
Ed-Fi Sync Roles: Access vs. Admin
Ed-Fi Sync Tool Role Assignments



The App Dashboard is currently displaying the ASCENDER Enterprise App for most 
users, unless the person logged in has the Security Audit role. 
The Security Audit role is responsible for adding roles and Ed-Fi access to users.



Ed-Fi Sync Access vs. Ed-Fi Sync Admin Roles

Who needs access to submit TSDS Data using the Ed-Fi Sync tool?  

Who will be the Ed-Fi Sync Admin?



Ed-Fi Sync Role Access

EDFI_SYNC_ACCESS EDFI_SYNC_ADMIN

Access to: 
● Ed-Fi Sync Dashboard
● Data Explorer Tab
● Schedules Tab

Access to:
● EDFI_SYNC-ACCESS (this role must 

be added first and then add the 
Admin role)

● District Data - Allows managing the 
ASCENDER database connection 
details (Key and Secrets)

● ODS Instances - ODS credentials
● ODS Delete - Data deletion on an 

ODS



Ed-Fi Sync: Two Roles 
EDFI_SYNC_ACCESS EDFI_SYNC_ADMIN

Access to: 
● Ed-Fi Sync Dashboard
● Data Explorer Tab
● Schedules Tab

Access to:
● EDFI_SYNC-ACCESS (this role must 

be added first and then add the 
Admin role)

● District Data - Allows managing the 
ASCENDER database connection 
details (Key and Secrets)

● ODS Instances - ODS credentials
● ODS Delete - Data deletion on an 

ODS

This is a district 
decision and might 

be the same 
person with both 

roles.



Once the EDFI Sync role has been added to a user, the app will appear on 
the user’s dashboard as displayed in the image above. 



Security Audit Personnel

Function menu on left-hand side of the 
dashboard.



User Management
This is the menu to manage users, permissions, and access controls. Search 
and filter users to view details and perform administrative actions.  



Search for Users



Defaults to All Sources

The drop down menu includes 
ASCENDER and each Portal 
separately.



Users Directory

Status





Click on the Roles and 
Permissions tab to bring up 
the Add Role field.



Under Add role, use the 
Search Role field, type EDFI 
and any roles that begin 
with this identifier will 
appear in the dropdown. 



This user already has the 
EDFI_SYNC_ ACCESS role. 



So the  EDFI_SYNC_ ADMIN 
role needs to be added.

Click on the 
EDFI_SYNC_ADMIN to add 
this role to the user. 



Click on the desired role, 
and move the slider bar to 
the right to display the 
blue Add Role button. 



The blue Add Role will 
not display if the scroll 
bar is not slid all the way 
to the right of the 
window.



The new role will be added to 
the user’s Assigned Roles. 

Removal of a Role is as easy as 
clicking on the red Remove 
icon at the end of each role.




